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Abstract 

The transition from ordinary medical care to telemedicine has important benefits regarding 

the facilitation of healthcare services conducted on the basis of the use of technology, but at 

the same time it implies significant challenges for state Governments (which have to adopt 

proper regulation), for health care providers (which are at risk to perform new categories of 

malpractice, especially due to concerns regarding health data protection) and also for 

patients (who have to understand both the pros and cons of using telemedicine services).  

This paper has the aim to present the current context of telemedicine, at the level of Romania 

and at the level of the European Union, with a comparison between the European legal 

requirements and the efforts conducted by the Romanian authorities. 

Furthermore, we have considered useful to present real and practical examples from several 

countries, both European and American, which have the ability to be strong guidelines for 

the Romanian legislator. 
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1. Preliminary remarks  

According to the relevant published literature (Ashley, 2002, p. 267), the 

main benefits of telemedicine are that it profits all sections of society as it 

removes the barriers of physical distance and reduces the cost of healthcare. 

Telemedicine also makes it easier for healthcare professionals to access patient 

data quickly and efficiently. Telemedicine improves the quality of healthcare; 

one example is that both a general practitioner and a specialised practitioner in 

the patient's problem can participate in the same consultation, resulting in an 

exchange of experience between healthcare professionals.  
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Conversely, the main obstacles to the use of telemedicine have been 

identified as being the following: obtaining, by healthcare professionals, the 

licensing and professional training required by States in the case of 

telemedicine organized at the interstate level; liability for malpractice with the 

particularities involved in telemedicine; the protection of patients' privacy.  

2. The current framework of affirmation

2.1. At national level 

Law no. 95/2006 on health care reform1 was amended in November 

2020 by Emergency Ordinance no. 196/2020. On this occasion, 11 new 

articles were introduced, namely art. 301 - art. 3011, which regulated the 

possibility for all health professionals (family physicians, public and private 

health facilities) to provide prophylactic and curative health care and 

telemedicine (teleconsultation, teleexpertise, telemonitoring, teleassistance, 

teleradiology, telepathology).  

Art. 301 para. (2) defines telemedicine as “the totality of medical 

services provided at distance, without the simultaneous physical presence of 

the medical staff and the patient, for the diagnosis, indication of treatment, 

monitoring of conditions or indication of disease prevention methods, in a 

secure manner, by means of information technology and electronic means of 

communication”. It is noted that the emphasis is on the potential of 

telemedicine to facilitate the remote provision of health services, including 

both diagnosis, treatment and monitoring of medical conditions and must 

comply the rights of the patient, according to the published literature (Apan, 

Bala, 2022, p. 56). The legal definition also indicates the means by which 

telemedicine is supported, i.e. electronic means of communication and 

information technology mechanisms, used with due regard for cyber security.  

It took a major external shock, the COVID-19 pandemic, for the 

Romanian legislator to realize the acute need to adapt the medical field to 

today's technological possibilities. In the absence of this impetus, it is possible 

that the legislative developments would have suffered major delays, which 

would have prevented the medical system from adapting to the technological 

evolution, the latter radically changing society and the needs of patients and 

medical staff.  

2.2. At European level 

At EU level, the process of telemedicine emergence was conducted 

earlier. Almost 14 years ago, the Communication from the Commission to the 

European Parliament, the Council, the European Economic and Social 

1 Published in Official Gazette, Part I, No. 652, 28.08.2015 
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Committee and the Committee of the Regions2 analysed the benefits of 

telemedicine for patients, health systems and society. 

The worrying situation at European level was noted: “Europe's 

population is ageing and citizens are increasingly suffering from chronic 

diseases. Their state of health often requires increased attention from medical 

staff. In certain remote areas or for certain specialisations, healthcare is not 

always as readily or as frequently available as these patients would need”3. 

Given that the document dates back 14 years, it is clear that the situation is 

now much worse. 

As regards the benefits of telemedicine, they were broadly assessed as: 

facilitating access to treatment for patients, including those with chronic 

diseases, who thus no longer require hospitalization; reducing waiting times 

for tests and consultations; increasing the productivity of staff in the field; 

making optimal use of resources; and boosting the economic viability of small 

and medium-sized enterprises in the field4. 

In October 2018, the European Commission had drawn up a market 

study on telemedicine5. It has been shown that the notion of telemedicine is 

not a creation of the contemporary world, but has had various manifestations, 

starting from 500 BC when in Greece and Rome there was the possibility for 

patients to send their representatives to receive medical advice; later, in the 

19th century communication between patients and medical staff could be 

carried out by telegraph and telephone, and these developments culminated in 

the 2010s and following years when the widespread use of the facilities 

brought by the Internet was reached.6  

The study also revealed that the main areas of medical practice that have 

the concrete ability to benefit from telemedicine solutions are telecardiology, 

telepneumology and teleendocrinology, which are compatible with 

consultations and treatment by using existing technological solutions and 

accessing the virtual environment7.   

Telemedicine solutions are currently in the affirmation process within 

the EU Member States, but a number of factors have a decisive impact on this 

 
2 Commission of the European Communities, 2008, Communication from the Commission to 

the European Parliament, the Council, the European Economic and Social Committee and the 

Committee of the Regions on telemedicine and its benefits for patients, health systems and 

society, source: https://data.consilium.europa.eu/doc/document/ST-15283-2008-INIT/ro/pdf, 

accessed 2022-02-04. 
3 Ibidem, p. 2. 
4 Ibidem. 
5 European Commission, 2018, Market study on telemedicine, source: 2018_ provision_ 

marketstudy_telemedicine_en_0.pdf (europa.eu), accessed 2022-02-04. 
6 Ibidem, p. 20, Figure 1. 
7 Ibidem, 2018, p. 45. 
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process: the funds available for investment in technology and medical 

infrastructure, the digital skills of healthcare professionals, and the ability of 

the market to balance supply and demand regarding telemedicine services and 

solutions.8 The conclusion is that there is an urgent need to increase 

investment in this sector, to encourage and support research and innovation, 

and to train medical staff. 

One problem is the shortage of staff, with the same study indicating that 

this reality is more pronounced in Central and Eastern Europe than in Western 

Europe, with Romania having 2.77  physicians per 1,000 inhabitants in 2015, 

compared to 4.14 in Germany and 5.1 in Austria.9 Equally, the process of 

population ageing, both among patients and medical staff, will generate increased 

demand for medical services, while the number of qualified medical staff will 

decrease.10 Unfortunately, this bleak reality of the healthcare system affects all 

the healthcare services, not just the particular situation of telemedicine.  

As strengths of EU Member States in the implementation of telemedicine, 

the following have been identified: the importance given to the health system as 

a state-level responsibility, involvement in global efforts to correlate standards 

and regulations concerning medical technology, continuous economic 

development and the protection given to intellectual property11. And the 

weaknesses are the predominant use of theoretical studies at the expense of 

applied research projects/implementation exercises, the latter being able to 

highlight the concrete benefits of telemedicine and address the real needs of all 

stakeholders (developers of telemedicine solutions, medical staff and patients); 

also problematic are the debt of healthcare systems that hinder investment, the 

reduction of individual income of people, the lack of homogeneity of regulations 

worldwide, and the lack of interoperability caused by fragmentation12.  

Considerable legislative progress has recently been made at EU level. 

An example is the Implementing Decision (EU) no. 2019/1765 of the 

Commission, dated 22 October 2019, laying down rules for the establishment, 

management and operation of the network of national authorities responsible 

for eHealth. The former Decision, no. 2011/890, did not ensure the transparent 

functioning of the eHealth Network, in particular with regard to the role of the 

eHealth Network and the Commission in relation to the eHealth digital service 

infrastructure for cross-border eHealth information services, and on the new 

data protection requirements under Regulation (EU) 2016/679 of the European 

Parliament and of the Council ('General Data Protection Regulation') and 

8 Ibidem, p. 75. 
9 Ibidem, p. 76. 
10 Ibidem. 
11 Ibidem, p. 77. 
12 Ibidem, p. 77-78. 
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Regulation (EU) 2018/1725 of the European Parliament and of the Council. 

Moreover, following the problems caused by the COVID-19 pandemic, 

Regulation 2021/522 establishing a programme of Union action in the field of 

health for the period 2021-2027 was adopted, which states in Article 3 that it is 

intended to complement the policies of the Member States with a view to 

improving human health throughout the Union and ensuring a high level of 

human health protection in all Union policies and activities, and that the 

approach is aimed at the idea of 'One Health' at Union level.  

According to the Guidelines on electronic health data exchange under 

Directive 2011/24 issued by the eHealth network13 for the particular situation 

of electronic prescriptions and electronic dispensing of medicines, the aim is 

to implement these services in an interoperable way, gradually, at Member 

State level, in order to allow the recognition of prescriptions issued by another 

Member State. The aim is thus to facilitate the identification of patients, 

healthcare professionals and pharmaceutical products at inter-state level.  

In another Set of Guidelines, this time on electronic patient records, in 

the context of cross-border exchange under Directive 2011/2414, the need to 

make available in the native language of the healthcare professional the history 

of the foreign patient, who is in another Member State than the country of 

origin for work purposes, tourism or residence, was emphasized. As a result, 

the language barrier is removed, and Member State nationals can have real 

access to healthcare services in another Member State. The information stored 

covers allergies, vaccinations, current medical problems, medical 

interventions, implants, treatments, travel history and other. In the long term, 

medical images, lab results and discharge notes will also be available across 

EU Member States, and the full medical record will then be compiled. 

According to the European Commission15, by 2025, both the electronic 

prescription and dispensing service and the patient record service will be 

gradually implemented in 25 countries of the European Union: Austria, 

Belgium, Bulgaria, Croatia, Cyprus, Czech Republic, Estonia, Finland, France, 

Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, 

Malta, Poland, Portugal, Slovakia, Slovenia, Spain, Sweden, the Netherlands 

and the Netherlands. It is clear that Romania is not among the Member States 

 
13 eHealth Network, Guidelines on the electronic exchange of health data under Cross-Border 

Directive 2011/24/EU - Release 2 ePrescriptions and eDispensations, November, 2016, 

source: ehn_guidelines_eprescriptions_en_0.pdf (europa.eu). 
14 eHealth Network, Guidelines on the electronic exchange of health data under Cross-Border 

Directive 2011/24/EU Patient Summary, June, 2021, source: https://ec.europa.eu/health/ 

system/files/2021-07/ehn_guidelines_patientsummary_en_0.pdf. 
15 Source: https://ec.europa.eu/health/ehealth-digital-health-and-care/electronic-cross-border-

health-services_ro. 

https://ec.europa.eu/health/ehealth-digital-health-and-care/electronic-cross-border-health-services_ro.
https://ec.europa.eu/health/ehealth-digital-health-and-care/electronic-cross-border-health-services_ro.
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where these services will be implemented in the coming years. This is a step 

backwards for our country in comparison with the European medical system, 

which generates considerable limitations for Romanian citizens, who will not 

enjoy these facilities in the Member States to which they will travel.  

The conclusion is that the multitude of advantages involved in the use of 

telemedicine is opposed by a multitude of social and financial obstacles for 

which it is necessary to identify optimal solutions, so as not to risk blocking 

the very mechanism for the widespread use of the facilities offered by 

telemedicine. This yin and yang is inevitable, given the complex technological 

solutions adopted by telemedicine.  

3. Comparative law aspects

In Germany, the framework given to telemedicine by the legislator took

into account the need for complex regulation. The German legal system16 

includes both the Act on Secure Digital Health Communications and 

Applications (E-Health Act), which facilitated the introduction of telematics 

infrastructure and medical applications, and the Act on Scheduling and Care 

Services, which promotes rapid scheduling and improved care services. Other 

relevant legislation includes the Act on Increasing Safety in the Supply of 

Medicines, the Act on Digital Care Services, which regulates the widespread use 

of medical applications, online consultations and other technological facilities 

using secure data networks, and the Act on the Protection of Patient Data.  

Of great importance is the Law on Modernisation of Digital Care and 

Treatment Services, which came into force in June 2021 and regulates the 

following aspects: the introduction of new uses of technological solutions 

(such as personalised memory games for dementia patients, applications on 

mobile devices facilitating patients' communication with the medical staff 

dealing with their condition, as well as with their relatives); the development 

of medical applications, along with the tightening of data protection and 

information security measures; the expansion of the use of telemedicine; 

bringing the telematic infrastructure up to date; the continued development of 

electronic patient documents and electronic prescriptions; promotion of digital 

networks and interoperability; improvement of digital skills (the National 

Health Portal requires a comprehensive and reliable database; it is also desired 

that insured persons should be able to access directly from the Portal 

information contained in electronic health documents and electronic 

prescriptions); exemption of healthcare providers from data protection impact 

16 Bundesministerium für Gesundheit, E-Health-Digitalisierung im Gesundheitswesen, 14 

December 2021, source: https://www.bundesgesundheitsministerium.de/e-health-

initiative.html, accessed 2022-02-15. 
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assessment obligations (the assessment remains the responsibility of the 

legislator and thus medical staff are relieved of additional bureaucracy). 

Therefore, the German legislator has not limited itself to a general and 

vague regulation of telemedicine but has captured the particularities of this 

sector through a diversified legislation, which takes into account both the 

concrete needs of patients and the need for continuous development and 

affirmation of telemedicine solutions. 

It is also notable that, since January 2015, the electronic health card has 

successfully replaced the health insurance card for medical and dental visits. 

In addition to the data regarding the insured person, since autumn 2020, the 

person concerned can opt to enter data which is important to be known in 

emergency situations (chronic illnesses, allergies, etc.). Another possibility 

given to the insured person is to enter information about the current treatment 

in the electronic health card database, so that the medical staff knows exactly 

what medicines the patient is currently taking.  

As of January 2021, German health insurance companies are obliged to 

make electronic patient documents available to insured persons. This ensures 

that patients are provided with detailed information on diagnosis and 

treatment. However, the use of these electronic documents is at the discretion 

of the insured, who decides from the outset what data will be stored and who 

is allowed to access it. Starting with January 2022, it was introduced the 

possibility for policyholders to use their own smartphones and tablets to 

determine who can access each electronic document. 

These concrete examples of the application of technological solutions 

offered by telemedicine reflect not only their real usefulness, but also the fact 

that the mere ideas and proposals set out in the legal provisions are not 

sufficient per se, because they must be put into practice, as this is the only way 

to test their effectiveness and discover the shortcomings that need to be 

remedied, as well as the future improvements needed. In other words, 

technology-enabled telemedicine should not be reduced to dry legal texts, but 

should be effectively implemented.  

In France, a clear distinction is made between the components of 

telehealth: telemedicine, which encompasses activities carried out remotely 

by medical staff, and telecare, which concerns activities carried out remotely 

by paramedical staff and pharmacists. With regard to telemedicine, it has 

been established that it comprises 5 categories of activities: teleconsultation 

(remote consultation carried out by the medical professional, followed by 

his/her recommendations to the patient), teleexpertise (a medical 

professional can remotely request the opinion/advice of one or more medical 

professionals on a specific medical act), telemonitoring (remote supervision 

of patients by medical professionals), and teleassistance (remote assistance 



Fiat Iustitia ❑ No. 2/2021 113 Mihnea-Dan RADU 

Roxana MÂNDRUȚIU 

Isabela PORCIUS 

of a medical professional by another medical professional during the course 

of a medical act)17. 

In the French literature, it has been considered that closely related to the 

patients' right to quality health care is the responsibility of the medical field 

and its practitioners to be in close connection with developments in medical 

science, which requires both knowledge of currently available medical 

techniques and existing scientific standards and recommendations (Genicot 

2010, pp. 117-118). In the context of telemedicine, it is clear that the use of 

telemedicine facilities is not simply a fad in developed or developing societies, 

but a sign of the care and attention that is being paid to patients, so that they 

can benefit from quality services that meet current standards and not outdated 

standards that prevent the medical procedures from functioning properly.  

The Czech Republic has adopted an electronic system that facilitates 

the transfer of medical data in real time between health professionals as well 

as between health professionals and patients, which has been patented since 

2002 (Cabrnoch, Hasič, 2011, p. 58).  

This system requires first the registration of the health facility/health 

care professional and of the patient in order to go through the verification 

process (Cabrnoch, Hasič, 2011, p. 57). Users can log into the system using 

the authentication tools they have selected. Medical data are entered only after 

automatic verification, with the patient having access to them and having the 

possibility to authorise access for the medical staff.  

According to a survey conducted in 2010 (Cabrnoch, Hasič, 2011, p. 

69), 46% of respondents believe that the electronic record system will 

contribute to improving the quality of healthcare services, the benefits of the 

system being the centralisation of information, increased operation speed and 

the possibility for patients to be properly informed about their health status. 

Also, 86% of respondents welcomed the possibility for health professionals to 

have easy access to patients' medical data in life-threatening situations.  

In the United States of America, the American Telemedicine 

Association has been formed, involving collaboration between healthcare 

providers, technology solution providers, academic institutions and taxpayers. 

Working closely with state and federal authorities to improve public access to 

telemedicine services, this association has set out a number of principles that 

should guide the work of authorities in developing telemedicine policies: 

taking into account patients' choices, their concrete possibilities of accessing 

17 Ministère des Solidarités et de la Santé, La télésanté - Pour l'accès de tous à des soins à 

distance, June 2021, source: https://solidarites-sante.gouv.fr/soins-et-maladies/prises-en-

charge-specialisees/telesante-pour-l-acces-de-tous-a-des-soins-a-distance/article/la-telesante, 

accessed 2022-02-16. 
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healthcare services and their satisfaction (in this respect, patients should be 

offered the possibility to access healthcare services from anywhere, without 

geographical limitations); increasing the autonomy of healthcare providers (state 

authorities should treat healthcare services offered remotely and those offered in 

person in an equal manner; telemedicine should not be limited to the use of 

certain technologies; medical staff, in agreement with patients, should determine 

how telemedicine services are provided; extending the level of reimbursement 

(state health programs should cover and reimburse all forms of telemedicine); 

creating an inter-state network for the provision of health services; ensuring 

access also to health services not provided by physicians; extending access to 

the disadvantaged population (the disadvantaged as well as the uninsured should 

benefit from telemedicine); supporting the elderly (the elderly, regardless of 

where they live, should have access to high-quality virtual healthcare services at 

costs they can afford); protecting patient confidentiality and managing 

cybersecurity risks (the platforms, systems and equipment through which 

telemedicine services are delivered must ensure the management of cyber risks 

as well as patient safety and confidentiality); ensuring program integrity 

(government policies must use technological solutions to strengthen measures to 

ensure program integrity and prevent fraud and abuse).18 

Such principles, established according to the state of development of 

telemedicine at the time of their formulation and according to the real needs of 

patients, allow the development of well-organised action plans at state level 

that can be implemented immediately, due to their strong connection with the 

concrete situation. 

 

4. Challenges of telemedicine service provision 

The provision of telemedicine services has not just certain advantages 

but also involves a number of challenges related to the implementation of the 

used technologies. 

 

4.1. Particularities of malpractice in telemedicine 

Several specific types of malpractice have been identified in the relevant 

published literature in the context of telemedicine (Becker’s Hospital Review 

2020): 

- unlawful obtaining of patient health data; 

- errors in the provision of health care and in the diagnosis and 

treatment due to lack of direct contact with the patient; 

 
18 American Telemedicine Association, 2020, ATA Policy Principles, source: 

https://info.americantelemed.org/hubfs/Files/Policy%20Docs_letters,%20RFI%20etc./Policy

%20Principles%202020%20FINAL.pdf, accessed 2022-02-17. 
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- errors in diagnosis and treatment due to software or server limitations;

- failure to implement adequate security measures and to protect the

confidentiality of patient information.

According to the relevant published literature, patients entrust healthcare 

professionals with sensitive data about their health in order to make the 

medical treatment more effective. It is also about trust in the healthcare system 

and about the patients’ legitimate expectation that their privacy is respected 

when their data is processed. Thus, telemedicine is a confidential service and 

patients’ identification data should not be used for any other purpose than the 

provision of healthcare services in accordance with the consent expressed by 

patients. All actors involved in the telemedicine service delivery system need 

to be aware of their obligations regarding the management of patient data and 

to act in a timely manner (Stanberry, 2006, p.167).   

It follows from these assessments that telemedicine should not be limited 

strictly to the provision of high-quality medical services in line with the 

scientific progress, but that particular attention should be paid to the needs of 

patients to guarantee respect for privacy and the protection of personal data. 

Information regarding the medical condition represents sensitive data, a real 

taboo subject, and it is preferable that it should remain within the relationship 

between the patient and the healthcare provider.   

A particular field is telepsychiatry. In this setting, practitioners can face 

serious dysfunctions and vulnerabilities generated precisely by the provision 

of remote services, since in the case of unforeseen emergency/crisis situations, 

the healthcare professional must be physically present to calm the situation 

and provide assistance, and in the case of patient admission to a specialised 

center, the healthcare professional must physically travel to the center to check 

that the patient’s needs are being met and treated appropriately (Sabin, 

Skimming, 2015 p. 491). In such circumstances, issues of malpractice could 

rise as a result of the very use of telemedicine, as the technology is 

unsatisfactory when the physical presence of the healthcare professional is 

irreplaceable.  

It is easy to foresee that telemedicine, through the technological 

solutions that it involves, provides special features to the concept of 

malpractice, which is no longer limited, as in the case of ordinary medical 

services, to the simple inaccurate provision of medical care. In the context of 

telemedicine, malpractice harms patient data protection, implies errors in the 

medical act caused by the components of the information system that is being 

used, and generates lack of attention to cyber security. 
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4.2. Cyber security requirements 

One of the European Commission's priorities for the 2019-2025 

timeframe is to create a European data space19 , including health. The 

European Health Data Space will be built on 3 pillars: a well-organised system 

of data management and data exchange rules; data quality; well-organised 

infrastructure and interoperability. 

Furthermore, the European Commission is going to propose a 

Regulation concerning the establishment of the European Health Data Space, 

which is supposed to have the following particularities (ReedSmith 2022): 

• broad definition for health data 

• different sources (public and private) for data collection 

• minimum requirements for interoperability and security, which are 

properly reviewed by competent bodies  

• allows access and exchange of health data also for purposes of 

scientific research 

• national authorities will issue data permits allowing access and 

(re)use of data 

• strong connection with existing regulation and with regulation which 

is at project level. 

The European Union Network and Information Security Agency 

(ENISA) has identified the main threats to healthcare IT systems20: 

▪ actions with malicious intent: malware placement, denial-of-service 

(DoS) attacks, social engineering (phishing), device theft, data theft, etc. 

▪ human error - unintentional actions 

▪ system errors (caused by software errors, machine errors, network 

errors, lack of proper maintenance, overload, etc.) 

▪ supply chain failures (may be caused by cloud service providers, 

network providers, energy providers or even medical device 

manufacturers not taking the necessary steps to ensure supply chain 

integrity) 

▪ natural phenomena: fires, floods, earthquakes, etc.  

Therefore, a problematic aspect of remote healthcare provision that is 

often easily overlooked is ensuring cyber security. In healthcare services 

 
19 Source: https://ec.europa.eu/health/ehealth-digital-health-and-care/european-health-data-

space_en, accessed 2022-03-17.  
20 European Union Agency for Network Information Security (ENISA), 2018, ICT security 

certification opportunities in the healthcare sector, December, 2018, source: 

https://www.enisa.europa.eu/publications/healthcare-certification, accessed 2022- 02-21.  
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provided physically, the exchange of information between the patient and the 

healthcare professional usually takes place in a physician’s office, with no 

other people present. In this context, there is a mental comfort of the 

participants in the consultation.  

The same comfort and confidence that both information about the 

patient's medical condition and the advice given by the healthcare professional 

do not reach other people must be granted in the online environment, 

especially as it is easy to see that it involves more threats than the offline 

environment. In this regard, ENISA draws attention to the fact that the security 

requirements, for healthcare products and services, are as follows21: security 

by design, privacy by design, operational measures and technical measures.   

Security requirements should not be a barrier to telemedicine, but on the 

contrary, they are the means to support properly conducted telemedicine and 

to establish effective solutions for the 21st century patients accustomed to the 

use of technology in everyday activities.  

A good example in this regard is Estonia, which has implemented the 

following security measures for the proper functioning of the national digital 

patient record: data exchange with third parties is done through a secure layer; 

access to the portal can only be done through 2 methods of authentication, i.e. 

through a card or through mobile identification; all requests are registered by 

name and all activities are saved automatically; the integrity of medical 

documents is ensured by the use of blockchain technology; all web 

applications are verified by third party security experts; the basic security is 

designed on 3 levels and its compliance with the system is verified by external 

IT security auditors. (e-Estonia 2016) Note that this well-established Estonian 

policy dates back to 2016.  

Also in 2016, Romania adopted Joint Order no.1123/849 issued by the 

Minister of Health and the President of the National Health Insurance House, 

which established the framework for the functioning of the patient's Electronic 

Health Record (EHR). But it was only 5 years after the adoption of the Order, 

i.e. on 25 November 2021, that a version of the EHR was launched for testing

which was deemed to meet high data security requirements, respecting the

confidentiality of medical information; as of 15 December 2021, the EHR

system became available online.22 It is stated that as of the date of the press

release, more than 13.3 million electronic health records have been created, to

which 27.219 physicians from 12.261 medical institutions connected to the

21 Ibidem, pp. 4-5. 
22 Health Insurance Romania (CNAS), 2021, Press Release - Comunicat – Dosarul Electronic 

de Sănătate a redevenit funcțional, 22 December 2021, source: 

https://cnas.ro/2021/12/22/comunicat-dosarul-electronic-de-sanatate-a-redevenit-functional/, 

accessed 2022-02-18. 
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system have contributed with information. Unlike the situation in Estonia, in 

Romania electronic patient records are in the process of being established, so it 

is a topic of fantasy to assume at this stage that security requirements are met, 

as long as the viability of the system and security measures has not been 

thoroughly checked.  

In the healthcare sector, if a choice has to be made between patient 

safety and cybersecurity, patient safety comes first, especially when the 

patient's life may be at risk. However, the risk of data breaches can be 

significantly reduced by introducing basic security measures, such as23 

implementing different levels of authentication (for users, healthcare 

professionals and administrators) on the settings of a pacemaker or the data 

retained by a heart rate monitor. 

By means of example, if in any other business sector, confronted with a 

cyber fault/attack, the system can be shut down, a pacemaker has to go into 

safe mode, in the context of the security system failing. 

For medical devices, in addition to traditional IoT security requirements, 

there is the issue of personal data protection. Many medical devices (such as 

glucometers) are commonly used by patients, and patients do not understand 

or have not been informed about the privacy and data protection implications 

of such behaviour.  

As a result, a mindset of the importance of protecting patients' personal 

data must be established. Patients need to be aware of the implications of 

inappropriate use of equipment that facilitates the provision of healthcare 

services, and to behave consciously and responsibly in how they transmit their 

personal data.   

 

Conclusions  

„Undoubtedly, medicine is a complex, interdisciplinary science of 

knowledge and action. It can also be regarded as an art, but only to the extent 

that its knowledge and principles are exploited in a nuanced way. It has 

evolved from craft to art and then to science” (Turcu 2010, p. 47).  

The inherent complexity of the medical sciences, coupled with the ever-

evolving technological solutions, provides the revolutionary context of 

telemedicine.  

Consequently, telemedicine requires a different approach from ordinary 

medicine, as it is not about medical services provided stricto sensu.  

The technological solutions which are being used are radically changing 

the way healthcare is delivered, the possibilities for patients to access healthcare, 

and the obligations and responsibilities of the entire healthcare system. The 

 
23 ENISA 2018, p. 20. 
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needs and rights of patients also have other dimensions, and both the quality of 

healthcare provision and the protection of patient confidentiality are equally 

important. Telemedicine involves the use of IT systems, virtual environments, 

and their operation requires cyber security, which is absolutely vital. 

In this article we have highlighted the slow progress of telemedicine in 

Romania, which stays behind the general policies of the European Union, but 

also behind the concepts and measures already implemented in some Member 

States and in the United States of America. 

However, time is not lost, and the first steps have already been taken by 

the Romanian legislator as well as by the Romanian authorities towards the 

proper regulation and functioning of telemedicine. 
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